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Safety Planning with Technology 

 Increasing reliance on our technological devices creates more opportunities for 

abusers to control and to stalk their victims.  Sometimes a woman flees an abusive 

situation to stay with family or friends, her location unknown to the abuser, only to be 

found by them seemingly no matter where she goes—some women have even been 

tracked to other states.  It’s important to consider the possibility of location tracking 

potential via phones and tablets, spyware infected devices, social media, internet use, 

and other hardware tracking devices. 

 If you have concerns that your abuser is currently or may be capable of stalking 

you by way of your technology, first begin by trying to isolate which source of 

technology it’s most likely to be—is your abuser tech savvy enough to hack a 

computer?  Or is it more likely that some identifying information was posted by a friend 

or family member on social media?  Next, gain some insight into how one person is able 

to stalk another using whatever suspected means, starting with the basic information 

below.  Additionally, as with any other kind of stalking, document any activity arousing 

suspicion and keep anything relevant to the incident (texts, messages on social media, 

email, harassing voicemails).  If you must communicate with your abuser, we encourage 

you to do so by email because it is the easiest to track. 

 Before proceeding, we’d also like to include the following disclaimer: Remember 

that technology is always changing, and whatever applies to you applies to your 

children and any devices in their possession.  The purpose of this information is 

mainly to offer suggestions and facilitate precautionary thinking and give basic safety 

tips for dealing with any technological device. 

More Resources: 

 The National Network to End Domestic Violence (NNEDV, nnedv.org) has a blog 

dedicated entirely to the most current technology safety tips for survivors: 

TechSafety.org/  Resources.  They also have a Tech Safety App with tips on 

both identifying and responding to cyber stalking. 

 When in doubt, reach out to your services provider for assistance in changing 

settings on your device, phone plan, and to wipe your hard drive. 

Cell Phone/Tablet Safety 

 For many of us, our cell phone isn’t just something we use to text, make phone 

calls, or even browse the web—it’s become a means of holding a lot of important 

information, such as banking information and automatic logins into different accounts.  

Even something as simple as using the notepad on your cell phone to take down 

important emergency numbers, or safety planning to leave, can be very dangerous 

http://techsafety.org/
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information to have exposed to an abuser who has access to your phone.  It’s even 

possible to install tracking applications without having physical access to the phone (see 

Spyware section below).  If you have concerns about your abuser going through or 

monitoring your phone, whenever possible, don’t store sensitive personal 

information on it. 

Passcode and General Privacy Settings:  An important first step is to set up a passcode 

to get into your phone.  Without this, your cell phone is completely vulnerable to 

inspection or malicious app downloads by your abuser.  Passcodes don’t make it 

impossible for your phone to be hacked, but they are an extra barrier.  It’s beneficial to 

familiarize yourself with whatever privacy/security measures exist in the settings 

section of your phone to limit access of different applications and information gathered 

by your internet browsers.  Also, take some time to update passwords, usernames and 

security questions for any online accounts (preferably from a safe device, like a library 

computer), and consider changing your settings so you aren’t automatically logged in to 

any of them. 

 For creating a passcode in an iPhone: Settings  Privacy  Passcode 

 For an Android: Settings  Security  Screen Lock 

Location Sharing:  All devices with a WIFI connection are able to be located via 

their GPS/location sharing.  While extremely helpful when it comes to using map 

applications and getting directions, location sharing can allow abusers to locate you (by 

the same technology that might allow you to locate your phone if it was lost or stolen).  

To turn off location sharing, go to your phone’s settings section—you should be able to 

completely disable this function or at least customize which applications are allowed to 

access it. 

 For iPhone: Settings  Privacy  Location Services 

 For Android: Settings  Location 

 Are you part of a family plan with your abuser?  Consider contacting your local 

service provider to see what exactly that may give them access to—including 

your location. 

Bluetooth:  Bluetooth enables other devices to communicate with your device.  If used 

maliciously, it can allow someone else to access information on your phone/tablet or 

even potentially intercept phone calls.  We encourage you to turn off Bluetooth, or only 

have it on when you’re actively using it, and to also check whether your phone allows 

you to set a passcode/other security measures especially for your Bluetooth. 

 For iPhone: Settings  Bluetooth 

o Also, Settings  Privacy  Bluetooth Settings 
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 For Android: Settings  Wireless and Networks  Bluetooth 

 This is true of any phone, computer or tablet you have that uses Bluetooth. 

Updates:  Take the time to install the software updates your phone notifies you of being 

available—some of these updates include increased security settings.  Also, search out 

anti-spyware, anti-malware and anti-virus apps.  Clear them with your provider before 

downloading them to ensure they won’t conflict with your phone’s built-in security. 

 For iPhone: Settings  General  Software Updates 

 For Android: Settings  General  About Phone/Tablet Software Update 

Virtual Phone Numbers:  If you have concerns about giving out your actual phone 

number, consider using a virtual phone number (like Google Voice) to avoid giving out 

your number.  These numbers allow you to screen calls and to send texts as well. 

Get Familiar with your Applications (‘Apps’):  Pay attention to which apps already 

existed on your device and which ones you chose to download, so you’ll recognize if 

there’s one that looks suspicious.  If there is one you’re not familiar with, delete it. 

 Deleting Apps with an iPhone: place your finger and hold it on an app until all the 

apps start to ‘wobble’ and little ‘x’s show up in the top right corner of them.  ‘X’ off 

whichever apps you’d like to delete, and then get rid of the wobbling by pressing 

your home button. 

 With an Android: Settings  Apps/Applications  Swipe to ‘Downloads’ tab  

Tap the App you’d like to delete  Uninstall 

 When considering installing any “personal safety apps” (such as the ones that 

will notify friends and family/911 when opened and start filming/recording) be 

sure to test them with friends and families first to ensure they do what you 

expected.  It should also be noted that in the state of PA it’s not legal to record a 

conversation without consent of all parties involved—meaning this recording, no 

matter how incriminating, unfortunately will not hold up in a court of law or with 

police officers. 

 If you’re concerned a tracking app is on your phone, or an otherwise malicious 

app has been downloaded that can’t be deleted or possibly even visibly detected 

(this is possible), you can reset your phone to its original settings or go to your 

local provider and have them do this for you.  Be sure to get any valuable 

information you might need off your phone first—email important pictures to 

yourself/a friend, write down important numbers, etc.—when your phone is 

wiped and restored it’s restored to factory settings, so you’re essentially 

starting over with a new phone.  This may disturb your cell phone service and 

require you to re-register your phone with your local provider.  Remember also 

that even though you are resetting your phone, your actual phone number is still 
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the same—if you’ve tried getting entirely new devices and your abuser is still able 

to get information from your phone, it’s likely that they have access to your actual 

phone account. 

 Steps for iPhone: Settings  General  Reset  Erase All Content and 

Settings 

 Steps for Android: Settings  Personal  Backup & Reset  Personal 

Data  Factory Data Reset  Reset Phone   Erase Everything 

 Note: there are apps that allow you to wipe and reset your phone remotely in the 

event it was stolen (perhaps by your abuser), such as Android Device Manager by 

Google.   You would need to have them installed on your phone before it’s stolen.  

In the same way, it’s theoretically possible for your abuser to install this kind of app 

on your phone and wipe it clean, if they know you have personal info stored on it 

they’d like you to lose. 

Cameras and Location (Geotags):  Some cameras will tag what your location was when 

you took a picture.  If you have concerns about your abuser going through your pictures 

and seeing where you may have been, or sharing a picture and unknowingly sharing 

your location at the same time, this function can usually be turned off by going to your 

phone’s settings section. 

 For iPhone: Settings  Privacy  Location Services  Camera 

 For most Androids: Open your camera and tap the ‘Settings’ icon on the side 

menu, disable ‘Geotags’/’Location Tags’ 

 If your children ever stay with you, any device they have could be giving the 

location to your abuser. 

Spyware (Malicious Software) 

Spyware is a kind of Malware (malicious software) program that allows someone 

unauthorized to access and gather information from your devices—literally giving them 

opportunity to spy on your devices.  It can be installed both manually and remotely 

(without access to the actual device).  For example, your abuser could send it in an 

email or a download, and upon opening the suspicious email or download the software 

is installed onto your computer and is extremely invasive.  It’s capable of compromising 

all of your information by keeping track of all of your online activity, texting, phone call 

activity, and sometimes even has the potential for abusers to intercept phone calls or 

activate the camera on a device. 

 Plan with your children around not opening suspicious emails or downloads 

Spyware usually operates in ‘stealth’ mode, meaning it’s often very difficult to even 

recognize when your device is infected.  If your abuser seems to know a suspicious 
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amount about activities they could only know by access to your device, particularly if 

you know they’ve had no opportunity for physical access to the particular device, this is 

a red flag. 

If you believe that your device is infected by Spyware, remember that any 

research you may do about Spyware and its removal will also be monitored and is 

subject to be reported to your abuser.  This could escalate the level of danger in your 

situation.  We recommend using a device you know is safe, such as a library or work 

computer.  If you have concerns that your computer or any other device has been 

compromised, the safest thing is to replace it by purchasing a new one.  If financial 

constraints make this impossible, consider having a repair service wipe your hard drive 

and reinstall the operating system—this can be done much more cost effectively than 

buying something new.  Also in the meantime consider using a safer computer for any 

sensitive matters.  This may mean going to the local library, or a friend or family 

member’s house.   

If you’ve already purchased a new device and still feel that your abuser is able to 

access your information, we again encourage you to consider what the source of their 

stalking ability must be—do they know your social security number and the answers to 

any security questions to gain access to an account?  Do they have access to your 

email, therefore potentially allowing them to reset passwords on your accounts (in the 

same way you might click the ‘forgot your password’ link on a website and have 

something emailed to you to reset your password)? 

 If your device has a built in web camera and you’re suspicious it’s been hacked 

(for example, someone is sending you pictures of your living room you didn’t 

take) and you aren’t able to access a safer device yet, consider putting a piece of 

non-transparent tape over the lens. 

In regard to avoiding spyware/malware, the most effective approach is to take some 

proactive steps to guard against getting it in the first place, rather than trying to get 

rid of it once you have it.  Make sure you have an enabled firewall on your computer, 

have an anti-virus protection program (that stays current), and consider installing some 

anti-malware apps. 

 To enable the firewall on a Mac (OS X v10.6 and later): 

o System Preferences from the Apple menu Security or Security & Privacy 

Click the Firewall tab Unlock the pane by clicking the lock in the 

lower-left corner and enter the administrator username and password  

"Turn On Firewall" or "Start" to enable the firewall 

 To enable the firewall on in Windows: 
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o Start  Control Panel  Type Firewall into search bar  in left pane, 

click Turn Windows Firewall on  turn the firewall on for each network 

location you want protected, then click OK 

 Windows Defender is a free and automatically included anti-malware program on 

PCs, keep it updated through Windows Update 

 Threats are changing constantly.  Keep your malware applications up to date 

by visiting the manufacturer’s website periodically for updates, or opting to have 

updates done automatically. 

Social Media Safety 

After having relocated from an abusive situation, if you have concerns about your 

abuser stalking you, it’s important to understand that social media accounts can easily 

betray important information.   The safest option is to consider deleting, or temporarily 

disabling social media accounts (disabling means the account is no longer active, but 

you can reactivate at any time and recover your profile).  However, for many women 

and their children social media serves as a crucial means of communication and 

support that’s too important to lose.  If this is the case, it’s important for you and your 

children to stay low key on social media.  While stalking through Cell Phones and 

personal account data is possible, many abusers are easily able to locate their victims 

simply through information shared on Facebook, Instagram, or Twitter.  “Unfriending” 

and blocking the abuser and potentially any mutual contacts you feel comfortable losing 

can be helpful, but keep in mind even posting pictures with local businesses/landmarks 

in them can give an indication of where you might be residing or can be found.  Be 

selective with status updates as well. 

 These rules apply to children, other friends and family, churches, and 

organizations you are a part of that may have a social media page as well; share 

these safety planning tips, explaining that they need to be careful about posting 

anything that might give away any of your identifying information. 

 In general, check into what privacy and security options a social media platform 

allows—ensure you’re controlling who is able to see what you post. 

General Internet Safety 

Public Records:  Used in an effort to allow institutional transparency, public records are 

available as a way for the public to see the government’s actions.  These records are 

accessible by the public for free or an administrative fee.  Extent of accessibility varies 

by the regulations put on them by the federal, state, or city governments.  Examples 

include court documents (including criminal arrest/conviction records, warrants, civil 

court recordings, bankruptcy), driver’s license info, voting registration, 
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birth/marriage/death certificates, property records, divorce records, change of address 

notification. 

 When an employer does a background check on a prospective employee, it’s 

done by looking at public records 

 Information and data brokers sometimes buy public records in an effort to 

research and create a ‘profile’ of an individual to sell to others (advertisers, for 

example). 

 Your employer/child’s school can post information about you or your children 

To figure out what information may already be available about you and your family, try 

searching yourself online.  You can use search engines, or online directories.  There are 

online companies specifically geared toward privacy (Reputation, Safe Shepherd, 

Abine) who can be paid to investigate and opt out of information sharing from websites 

for you, or introduce false data to increase the difficulty of locating your correct 

information. 

In the future, be selective about who you choose to share personally identifying 

information with, look at their privacy policy and check how your information could be 

used.  This includes discount frequent shopper cards.  When in doubt, ask about the 

possibility to opt out of sharing this information (or, if possible, give a fake address). 

Other Tracking Devices: 

Other tracking/GPS devices and cameras are easily obtainable and relatively 

inexpensive.  If you have concerns that a GPS device has been attached to your car, 

take it to a trusted mechanic or law enforcement to have them do a thorough inspection. 

If you discover a hidden camera or device anywhere in your home, contact law 

enforcement—removing it on your own may compromise your safety and lose 

footage that can serve as evidence. 

  

To finish, technology has the potential to make your escape from abuse easier, 

more difficult, or mostly likely some combination of both.  As with all kinds of safety 

planning we urge you to remember that no one knows your situation or your abuser 

better than you do.  Whether you’re currently being stalked or want to take some extra 

precautions in the event you believe they’re capable of stalking you, we hope this guide 

proves helpful.  And of course, by coming to WIT and connecting with an advocate 

you’re already establishing a support system and advocate who can help you empower 

yourself against all kinds of violence.  We’re glad you’re here. 
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